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these errors less likely

We need to understand...
» Errors — so we can produce tools which make

» High-reliability — so we can take a safer
approach to decision making
» That we can make bad situations worse
(even if our goal is to improve them)
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To err is both human and system

» What errors cause outbreaks and what errors
arise in outbreak management?

+ Demonstrate tools to diminish the risk of
outbreaks and minimise the impact of
outbreaks when they arise?

* Human error (theory) & High-reliability theory
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So what do we know about what

the CAUSES of outbreaks?
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Its lots of things that conspire together
The circumstances that caused it are likely
Pathogens, Pathways and New Hosts to have happened before
necessary for outbreaks are present
in every healthcare system Outbreak
every day - w—"
Poor practice but no
cross-transmission/infection
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" Who is to blame?
Outbreak: conditions and causes
Outbreak provoking Unsafe acts (causes)
conditions 0
Shortages of staff A\ Failure of hand hygiene U
Lack of single rooms Failure to isolate infectious patients » T
Lack of training on infectious ~ | Failure to isolate infectious patients B
disease presentation E
A
Vials present that can be used | Infusion of contaminated substances K
more than once
Adapted from Reason: The Human Contribution 1
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Is it bad people or a bad system?

* There are a very few bad people
* There are some people who behave
recklessly (that must be called to account)

There are failures to follow process (frontline worker
resource issues)

» There are failures of process (not frontline workers)
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Not a case of who is to blame....

« Understand how errors happened and as
far as is possible design them out

« If possible before errors happen...
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What are we trying to do?

* Prevent outbreaks
* Prepare for outbreaks
» Detect outbreaks early "
« Manage optimally L
* Prevent recurrence
— Learn from what happened
— Make the causative errors less likely
— Prevent unintended consequences
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Human error (outbreaks)

» Outbreaks involve unsafe acts and
outbreak-provoking conditions

— Unsafe acts
« Frontline HCWs (IPCTs) Person
— Outbreak-provoking conditions e
*» People who design, resource and

require the system to continue
regardless of resources

Adapted from: Human error models and management: Reason: http://www.ncbi.nim.nih.gov/
pmc/articles/PMC1070929/
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work

Unsafe act(s)

Latent
Outbreak - Provoking

Defences | ([

Work of James Reason: The Human Contribution / Human Error___|

Most important thing is keep the
endoscopy waiting list down

Don’t keep the patients waiting
Don’t make a mistake

Insufficient equipment (some away)
Insufficient staff
Multiple tasks required
Mis-communication (involving failure

to realise the implications of the
communication)
Failure to detect and/or
communicate a decon failure

Use of a contaminated scope

No information to indicate the scope
was contaminated
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Inherent system weaknesses in l\'\",'i
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Scotland

« Continuously changing populations; healthcare procedures;
environments

« Design-in outbreak risks
« Infection prevention is never number 1

« Lots of 1-2-1 delivery — no one sees or can recognise errors (can go
on a long time)

« Procedure variation is often the norm — difficult to standardise

« Many different procedures / pathways

* Many steps in any individual procedure

« Lots of if this finding then that action

« Time from error to error-related outcome is long

« Constrained budget with conflicting priorities (throughput vs quality)
« Infectious symptoms mimic many other non-infectious diseases

< Inability to isolate when infection risks identified

19
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Poor safety culture —
Tolerates violations in practice
Erroneous assumptions of safety,
e.g. bed-making and dressings —

Non-involvement of
experts — we know it all
A BTN External pressures: work-
Admission to open bay areas arounds to get things done
regardless of patients’ symptoms

Job is to tick the box Learning: no shared learing
from events past

Alert signals: not a priority,
competing targets non outbreak
focus

Simplification of reasons
for data variation

Resources: insufficient funding
understaffed as the norm

Poor attitudes to error
reporting (fear / blame)
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Health NHS ., Health NHS

Protecti it Protect

scatmns CUTTENt conditions of work = sond System defences National
Clinical team and or IPCT Services Services

Scotland Scotland

People: poor stafiing levels Equipment: dificuit to _ Nothing or little to
immediately preceeding the event, maintain, poorly maintained indicate equipment or
insufficient competent staff equipment, difficult to use environment is

correctly, insufficient >
contaminated

Risks in some people
undetectable

Environment: poor, poorly
maintained, insufficient space, e.g. .MethOdS: insufficient
isolation facilities, tap-splash during time to perform SOPs ,too n
sterile procedures, making the best of complicated cannot be Little to prevent
what there is followed or achieved with contamination becoming

the available resources P
Multiple priorities that must cross-transmission

Information: few indicators of risk no be done all at the same
Failure in oversight

indicators of contamination time!
23 24

Inadequate surveillance
(lack of back up)

Hosted by Martin Kiernan martin@webbertraining.com
www.webbertraining.com



The Utility of Human Error (Theory) & High-Reliability in Outbreaks
Dr. Evonne Curran, Health Protection Scotland
A Webber Training Teleclass

— Clinical team NHS NHS
» Protection N A
«+* Scotland Unsafe ACtS National . National
Services Services
Scotland Scotland
Use of PPE Decontamination
of spillages
Hand hygiene Errors in t_he system occur in the Swiss
cheese slices of 0&C, CCW, unsafe acts
and lack of, or a failure of, defences
Safe injection P
practices Sharps use .
disposal But what specific type of errors do the
IPCTs commit?
Patient placement Alert signals: unable or
(assessment on difficult to detect; if detected fail to
admission and involve IPCT - poor
throughout) communication with the IPCT
25 26
NHS , Health NHS
N, . * Protection N~
Skill based Scotland National
Attention failure sz(:xl':re‘;
SKill based Skill based: Slips and lapses for
Memory Failure
the IPCT
Rule Based
Wrong rule
N Right rule badly
Intended H Mistakes No rules Fail to investigate & remove

Poor alert signal detection all reservoirs, improve
Knowledge based . i .
Variable & investigation system post outbreak

Loose situational
awareness: wrong data

Intention to
commit

Poor communication

Violations
too few; too little; no purpose; too
late (Linguard et al)

= poor decision making

Intention to cause
harm

Adapted from Reason Human Error 1990, 207p
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Alert Signal from aboratory, cinical
or sunveilance data
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Situational awareness

» An up to date understanding of the situation
in a constantly changing environment

* When all the information you require is
unavailable

* Key: system design, teamwork, training &
practice

J JIP Outbreak column 7 & 8 2013
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Outbreak checklist
» Do confirm done (not read do)
— Multiple tasks being done at the same time
— Multiple communications ongoing
* Preparedness =
— Test runs, email group checks, SBAR
practice, SBAR templates
— Do all members of the team know what to do
— Don’t wait for an outbreak to practice
%
NHS sii5e, Health NHS
Seceie N, e’ oo * 2 * Protection N —
“e+e® Scotland t;latiqnal r;latiqnal
ervices . . ervices
Rule based Scotiand Reducing Rule Based Mistakes Scotland
1 NHS
Mistakes for the IPCT » Control measure Trigger Tools
Wrong Apply the Don’t apply » Go/no go (assessment) [ T -
control right control the right - Day 0 actions s
e egoties r::: ;::L s » Every day/shift actions until =
incident closed S

We don't know everything ... I
and we certainly cant remember everything!

36
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Hath — Knowledge based NHS

¢ Protection

«2e* Scotland IPCT Mistakes National
Bounded rationality - don’t know all we need to Services

Scotland

Over
simplify —
cause

Incomplete
checklist

Hold onto
initial
theory even
when new

Over data says
confident its wrong or What you
it might be see is all

wrong there is
37 (WYSIATI) [
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Knowledge based errors What to do?
N les to help / auid » Defer to experts
Yo rules to nelp / guide « Trial and error — reduce the number of tries
ou are on your own » Be mindful of how these errors will arise
» Houston you do have a problem « Test hypotheses
» Ensure adoption of high-reliability
(make rules wherever possible when not in an outbreak)

39 40
si v High-Reliability Theory ~ NHS i e, Uy
“2iee Scotland National “ Scotland Deference to expertise National

Services Services
Scotland Scotland
= capatiy Ask:
discover and
manage . . .
T e In this situation, who are the experts?
events
Are they around the table?
Pre-occupation with failure
Work of Weick & Sutcliffe
http://www.marylandpatientsafety.org/documents/AnnualConference2013/Track-6-Feroli-HO-2.pdf
http://high-reliability.org/files/Managing_the_Unexpected.pdf 42
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Reluctance to simplify

Ask: what is wrong with this hypothesis?

Look: for lots of explanations — don’t stop
with the first one you like — its never just a
lack of hand hygiene

Look: to disprove your own explanations?
Let someone play the shark!

Encourage everyone to have an opinion

43
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Sensitivity to operations B

IPCTs are humans and our systems can and will fail
Ask your team: where are we most likely to fail?
How could we make us less likely to fail?

Bank holiday Monday; Focus is on a concurrent outbreak; Organism has
not discernable qualities

44

Commitment to
resilience

Ask: Good as we are how can we make it better?
What is the literature/outbreak database telling us

to be ready for?
How can we best get ready for....

45
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Pre-occupation with failure

Small outbreaks are early warnings
for big outbreaks — what are they
alerting you to?

46
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“It is fine to celebrate success but
it is more important to heed the
lessons of failure”

Bill Gates

47
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Outbreaks
* Debrief

* Improve the system
» Don’t make it more complicated
+ Anticipate unintended consequences
— Reduced Legionnella increased scalds
— Increased wash-hands basins increased
risk of pseudo outbreaks

48
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Healthcare On Debrief Tool et 5 z

Detriet Questions
EmarenessPreparedness:
+ Before the oubreak were he cinical leam aware 1at heir
paents wese vuneratie 1 S type of outbreak?
7 | measignaiana

Suggested system changes

3k Surveiliance

iocument_ HPS wouid be pieased to assist with e use of Bis.
f or sharing the findings i prevent recurence

http://www.hps.scot.nhs.uk/haiic/ic/toolkits.aspx#outbreak 49 50
A NHS Hisaith NHS
* Protection N, . * Protection N —
*ese® Scotland National * Scotland National
Services Services
We can make it worse Scottand Scottand
® = oy, Cycle of Error Probability of success in a process
perio utcome “potrospective
o fihree, Classifcation mﬁ:ﬁu. 15%
- More col}plex. HumNom&lex
e ytemy. Remodily ST P 0% 0.95 0.99]  0.999| 0.99999
Organizational reactions to failure focus on 2; ggg ggg Ungg u%sggg
gn,;mgn error.fThe reactions tlotfallure alre: bla(rjne 50 0.06 061 095 0995
rain, sanctions, new regulations, rules, an 100 0.008 0.37 09 0.99
technology. These interventions increase
complexity and introduce new forms of failure.

Work of www.ctlab.org 51 Spath: Error reduction in healthcare 52
NHS s Health NHS
= — . * Protection N —

/7, National Scotland National
[Services Services
Bcotland Scotland
Phew! Understanding how we and our
, systems are likely to err can
+ We are likely to forget . . .
; provide us with the wherewithal
* We are likely to apply -
— the wrong rules or to be more resilient!
— the right rules badly
- (or.no. rules at all . . Mindfulness leads to
* We will likely to meet —situations we resilience
have not met before
53 54
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Definition: Outbreak
The end + An outbreak (healthcare)
—> cases than expected in a given
The next few slides provide area or among a specific group of
dditi | definiti people over a particular time period
aaditonal detinitions —(can be 1)
http://www.cdc.gov/excite/classroom/outbreak/objectives.htm
55 http://www.who.int/topics/disease_outbreaks/en/ 56
Health NHS Health NHS
Protection N, . * Protection N —
Scotland National e.e® Scotland National
Services Services
seotend What elements are in a system?™"""
Definition : system y :
» An interconnected set of elements « People — Populations
that is C(_)herently Org?mzed In a way — Patients, healthcare workers, (visitors),
that achieves something. pathogens
—Elements ~ Leader(s)
. * Environment
— Interconnections .
i » Equipment
— Functions / purpose « Methods
* Information
Thinking in systems by Donella Meadows
(Al_so see www.clinicalmicrosystﬂn.org) 57 58
Health N H S
Protection N,
Scotland National
Services
Scotland 2 z
29 January (EREE ... WHO Teleclass - Europe) :
T . INNOVATION AND IMPLEMEMTATION STRATEGIC APPROACHES TO
Definition: Theory REDUCE CATHETER-RELATED BACTERAEMIA: THE RESULTS OF A
EUROPEAN MULTICENTRE STUDY (PROHBIT)
. . Dr. Walter Zingg, University of Geneva Hospitals, Switzerland
« A theory IS accepted as a valid Sponsored by WHO Patient Safety Agency, CLEAN Care is Safer Care
explanation of a phenomenon. 30 January UNIVERSAL MRSA SCREENING - IS IT WORTHWHILE, AND FOR
WHOM?
Dr. Barry Cookson, London School of Hygiene and Tropical Medicine, and
University College London
February 6 HAND HYGIENE - IS IT THE 100% SOLUTION?
Dr. Yves Longtin, Infectious Disease Research Centre, Quebec City
February 12 (South Pacific Teleclass)
PREVENTING CATHETER ASSOCIATED URINARY TRACT
http://www.livescience.com/21491-what-is-a- J INFECTIONS: WHAT'S NEW
scientific-theory-definition-of-theory.html 59 www.webbertraining.com/schedulepl.php
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